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The contents of this unit are protected by copyright.
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Teacher’s Guide
Introduction
This teacher’s guide contains a detailed lesson plan to accompany the set of PowerPoint slides and worksheets for each lesson.
The lessons are designed to form a basis for ideas for the teacher and should be adapted to suit the teaching style and preferences of the individual teacher, and the resources and nature of the individual school or Computing / ICT department.
The material supplied for this unit includes:
7 PowerPoint presentations, each designed to cover one lesson
7 worksheets
7 homework sheets
HTML, CSS and JavaScript files to accompany all given examples
An end-of-unit test for assessment purposes
Summary
This unit is subdivided into seven topics (plus a test), each with roughly 2-3 hours of lesson material. It is a theoretical unit covering the structure of the Internet including DNS and IP addressing. Local Area Networks are also covered in the first topic. The second topic covers the role of packet switching and routers in the TCP/IP protocol stack. This is followed by a discussing of network threats and various methods of prevention. HTML and CSS is covered with practical examples in Topic 4, with web forms and JavaScript used to create more examples in Topic 5. Search engine indexing and Google’s PageRank algorithms are comprehensively covered alongside client- and server-side processing in the final topics. 


Learning Outcomes for the unit
At the end of this Unit all students should be able to:
State the importance of protocols and standards
Describe the structure of the Internet
Explain the protocols used within the TCP/IP stack
Demonstrate DNS in action using an IP address within a web browser
Describe and identify examples of LANs and WANs
Explain packet switching
Provide examples of network threats and state methods to overcome these 
Explain the function of a firewall
State the functions of a proxy server
Create a basic webpage using HTML and some CSS
Use JavaScript to make web form elements interactive and add validation
Describe the characteristics of the PageRank algorithm and state the factors that influence page ranking

Most students will be able to:
Describe the processes at each layer of the TCP/IP stack
Explain the DNS resolution process
Explain packet switching in contrast to circuit switching
State the advantages of layering protocols in the TCP/IP stack
Explain, by use of example, the difference between client and server side processing
Use sequence and selection statements in JavaScript with a range of data types including arrays 

Some students will be able to:
Describe how improved code quality can protect against networking vulnerabilities
Apply the PageRank algorithm using iterative steps


Previous Learning
Students would benefit from having studied relevant material from the new KS3 National Curriculum and more specifically a Computer Science related GCSE. However, the material presented in this unit will not assume that students have studied these topics prior to this course.
Suggested Resources
No specific software is required for this unit beyond a standard office suite of applications for the presentation and printing of provided resources.
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The textbook OCR AS and A Level Computer Science by PM Heathcote and RSU Heathcote provides comprehensive coverage of all the theoretical topics in the OCR specification (H446) and complements the unit series.
Each of the twelve sections in the book corresponds to one of the teaching units in this series and will be extremely useful as a course textbook and also as a revision guide. Sample questions, many taken from past exam papers, are included at the end of each chapter and can be set as additional homework.
The book is published by PG Online in a printed and electronic edition. Please refer to www.pgonline.co.uk for ordering and pricing details.
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Vocabulary associated with this Unit, such as:
URL, Internet registry, registrar, DNS, IP address, WAN, LAN, topology, bus, star, Wi-Fi, WAP, packet switching, router, gateway, MAC address, TCP/IP stack, protocol, layer, FTP, POP, IMAP, SMTP, packet, filtering, firewall, proxy, worm, Trojan, virus, malware, social engineering, phishing, HTML, CSS, JavaScript, tag, PageRank, index, meta tag, client-server, API, client side processing, server side processing
Assessment
Assessment will be by means of regular homework and a test with examination style questions.

Topic plans

	Topic 3
	Network security and threats
	

	Learning Objectives:
Discuss network security and threats
Discuss use of firewalls, proxies and encryption
Discuss worms, Trojans and viruses and the vulnerabilities that they exploit


	Content
	Resources

	Starter
Consider a file being transferred between two computers connected via the Internet. The locations are geographically far apart and require many hops to reach their destination. Students should consider what the risks are of sending data in this way. Risks could include:
· Data being intercepted as it passes through different Internet links
· Data getting lost or not being able to reach its destination
· Data being corrupted over a period of time
Main
Use the example of a castle to introduce the concept of security. Ask students to identify that you can get in and out of a castle via the main gate. A portcullis could be lowered or a drawbridge raised. It is important to cement the idea of blocking access in some way to physically stop movement in and out of the castle. 
Firewall
Use this analogy to introduce the concept of a firewall, a software and/or hardware component situated on the border of two interconnected networks that is used to check if data is allowed to move between them. 
Packet filtering
Access is provided via ports which need to be opened to allow traffic to pass through. Each of these ports is numbered to correspond to different protocols for communication within networks. For example, a request to access a website using HTTP uses port 80. Port 80 would need to be open in order for a web server inside a LAN to accept requests. The ports of a firewall are closed by default because any that are open introduces a vulnerability. If they were left open attackers could use the open ports to gain access to the network.
Blocking communications
SSH (Secure Shell) is a protocol that allows remote access to a computer. In the example, the web server does not need to allow anyone remote to gain access in this way so port 22 is closed. Similarly, SQL access is blocked through port 1433 to stop any remote requests for data being served.

Proxy servers
Explain that the job of a proxy server is to make requests on behalf of host computers behind it. It can also provide some filtering, log user access and store a cache of previously visited web sites. 
If a web page is requested that the proxy server has previously stored in its cache, the stored version is retrieved much more quickly than it takes to request the page from a remote web server and more of the Internet connection’s bandwidth is available for other traffic.

Worksheet 3: Complete Task 1.

Encryption
Introduce the concept of encryption as a means to obscure the contents of messages being passed around a network. If the message is intercepted, it cannot be understood without a key to decode it. Encryption is covered in much greater detail in Unit 4.)

Malicious software
Introduce students to the concept of malware and define the difference between viruses, worms and Trojans. These are programs created to deliberately cause problems on a system. Importantly the user has to initiate the running of this file in some instances. An example of this is when a user opens an email attachment that seems genuine but is actually a file that runs the virus on the intended target host. 
Worms
Another type of malware is called a worm. This is self-replicating and self-executing software. A worm will capitalise on a vulnerability in the operating system or installed software of a host system. Students should recognise the need for strong passwords, security updates and up-to-date security software in preventing worms from spreading.
Trojans are another type of malware, often disguised as legitimate software, that can gain “backdoor” access to a computer to enable cyber criminals to steal, modify or delete data.
Phishing
Explain that phishing requires social engineering techniques to trick users into revealing sensitive information or accessing seemingly innocuous sites or files. The attackers exploit the trust of users by masquerading as companies or known individuals. In the example, a company name has been used to make the user believe the text is genuine. They also structure the message appropriately, although a bank would never send such a text. Often, there is a promise of a financial reward for completing an action which encourages people to fall for these scams. The main attack is usually a hyperlink that when clicked either executes a virus or other malware, or tricks the user into entering account details and secret passwords which are recorded.

Code quality
Masking a password field with asterisks ********** helps to prevent “shouldering”. 
Buffer overflow/SQL injection
In more severe and complex cases, buffer overflow and SQL injection can be used to manipulate systems in ways that the designer or systems owner had never intended possible. Highlight the dangers of each method. These can be prevented by careful coding techniques.
Prevention
New viruses appear daily, and software companies offer patches to eliminate vulnerabilities as soon as they are discovered. These should be installed by users when offered.

Ask students to complete Tasks 2 – 4 on the worksheet.

Plenary
Discuss the answers, and the fact that humans are the weakest point in many systems. 
Homework
Give out Homework 3 
	PowerPoint Guide: Networks T3 Network security and threats




































Networks Worksheet 3 Network security and threats
Networks Worksheet 3 Answers















































Networks Homework 3 Network security and threats
Networks Homework 3 Answers






	Unit assessment

	Learning Outcomes:
Students will
apply their knowledge in answers to a range of questions
be able to highlight areas of strength and any gaps in their understanding 


	Content
	Resources

	Students should complete the Assessment Test. 

	Networks Assessment Test
Networks Assessment Test Answers 
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