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Unit 5 Networks and web technologies

Answers
1. Two writers are sharing draft sections of a book they are collaborating on together electronically. They are concerned other people may intercept these communications and leak the material.

Explain why encryption might be appropriate. 	[2]

Contents of drafts can be obscured;
If intercepted, the contents would be unreadable;
Only the two writers with the private key(s) to decrypt would be able to read and understand the material;

2. Network security can be enhanced by the use of a firewall and a proxy server.

a. Define what is meant by a firewall. 	[1]
Hardware or software used at the border of a network that filters traffic to 
determine if it should be allowed in or out of the network.

b. Explain how content filtering within a proxy server can provide network security. 	[2]
Content filtering should block access to suspicious web sites.
Web mail may be blocked which may otherwise bring in viral attachments.

3. Malicious software introduced to a network can cause damage to operating systems and data loss.

a. Explain the differences between a Trojan, a virus and a worm. 	[2]
A Trojan requires intervention to install and cannot self-replicate. Viruses and worms can self-replicate. A virus requires human intervention to run it. Worms are self-executing.

b. Describe three precautions that users can take to minimise 
the risk of introducing malicious software onto a single computer. 	[3]

1 mark for precaution identified (3 max) and the corresponding outline of benefit:
Don’t open or run files that you are not sure about the contents of;
Viruses spread by a user executing files so the impact of this can be reduced

Ensure all software / OS is up-to-date;
Vulnerabilities can be utilised by worms and viruses but patching the software can protect from this;

Ensure passwords are complex and not easy to guess;
Some malicious software attempts to gain access using common passwords so this risk should be minimised;

Have an anti-virus package installed;
This type of software can scan each executed file for the presence of a virus;

Ensure virus definitions are up-to-date;
Anti-virus software needs to know about the characteristics of the latest viruses in order to be effective;

					[Total 10 Marks]
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