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The contents of this unit are protected by copyright. 
This unit and all the worksheets, PowerPoint presentations, teaching guides and other associated files distributed with it are supplied to you by PG Online Limited under licence and may be used and copied by you only in accordance with the terms of the licence agreement between you and PG Online Limited. Except as expressly permitted by the licence, no part of the materials distributed with this unit may be used, reproduced, stored in a retrieval system, or transmitted, in any form or by any means, electronic or otherwise, without the prior written permission of PG Online Limited.
Licence agreement
This is a legal agreement between you, the teaching institution, and PG Online Limited. PG Online Limited grants to you a non-exclusive, non-transferable, revocable licence to use this unit and all the worksheets, PowerPoint presentations, teaching guides and other associated files distributed with it in the course of teaching by your teachers and/or employees.
The materials distributed with this unit may be copied and used by your teachers and/or employees on a single site only in the course of their teaching. You warrant that you shall not, and shall procure that each of your teachers and/or employees shall not, share in any way any of the materials or part of the materials with any third party, including users on another site or individuals who are teachers and/or employees of a separate institution. You acknowledge and agree that the materials must remain with you, the teaching institution, and no part of the materials may be transferred to another institution. You also warrant that you shall not, and shall procure that each of your teachers and/or employees shall not, procure, authorise, encourage, facilitate or enable any third party to reproduce these materials in whole or in part without the prior permission of PG Online Limited.
In consideration of the licence granted to you, you shall indemnify PG Online Limited against all liabilities, costs, expenses, damages and losses (including but not limited to any direct, indirect or consequential losses, loss of profit, loss of reputation and all interest, penalties and legal costs and all other professional costs and expenses) suffered or incurred by PG Online Limited arising out of or in connection with the exercise by you of your rights granted under this licence. 
Endorsement statement
The teaching content of this resource is endorsed by OCR for use with specification OCR GCSE (9-1) Computer Science J277. In order to gain OCR endorsement, this resource has been reviewed against OCR’s endorsement criteria. This resource was designed using the most up to date information from the specification. Specifications are updated over time which means there may be contradictions between the resource and the specification, therefore please use the information on the latest specification and Sample Assessment Materials at all times when ensuring students are fully prepared for their assessments. Any references to assessment and/or assessment preparation are the publisher’s interpretation of the specification requirements and are not endorsed by OCR. OCR recommends that teachers consider using a range of teaching and learning resources in preparing learners for assessment, based on their own professional judgement for their students’ needs. OCR has not paid for the production of this resource, nor does OCR receive any royalties from its sale. For more information about the endorsement process, please visit the OCR website, www.ocr.org.uk.
Teacher’s Guide
Introduction
This teacher’s guide contains a detailed lesson plan to accompany the set of PowerPoint slides and worksheets for each topic.
The lesson plans are designed to form a basis for ideas for the teacher and should be adapted to suit the teaching style and preferences of the individual teacher, and the resources and nature of the individual school or Computer Science department. 
The material supplied for this unit includes: 
5 PowerPoint presentations, each designed to cover one topic, which may take more than one lesson
5 worksheets
5 homework sheets
An end-of-unit test for assessment purposes
Summary
The unit is subdivided into six topics and an end-of-unit assessment. Each topic is designed to give enough materials for approximately 1 hour of teaching time, however, this will differ depending on how much depth is considered and whether homework is reviewed in the following lesson. The unit covers Section 1.3.1 and 1.3.2 of the OCR J277 specification for GCSE Computer Science. Networks and topologies, wired and wireless networks, protocols, layers are all covered. 
Learning Outcomes for the unit
At the end of this Unit all students should be able to:
Define a Wide Area Network 
Describe the nature of the Internet as a worldwide collection of computer networks
Describe the difference between a Local Area Network and a Wide Area Network
Describe star and mesh network topologies
Understand wireless modes of connection, including:
Wi-Fi
Bluetooth
Explain the need for Wireless Access Points to create wireless hotspots
Describe what is meant by:
	Hosting
	The Cloud
Describe the factors that affect network performance
Describe the uses of communications protocols including:
HTTP
HTTPS


Most students will be able to:
Explain the need for IP addressing of resources on the Internet and how this can be facilitated by the role of DNS services
Understand the need for Network Interface Cards and the uses of MAC addressing
Explain packet switching
Describe routers and switches needed to connect stand-alone computers into a Local Area Network
Explain the use of Ethernet standards to transmit data over a wired network
Understand how encryption is used to secure data across network connections
Explain the role of computers in client-server and peer-to-peer networks
Explain the advantages and disadvantages of client-server and peer-to-peer networks
Explain the advantages and disadvantages of various transmission media
Describe the uses of communications protocols including:
FTP
POP
IMAP
SMTP
Some students will be able to:
 Explain the concept of layers in the TCP/IP protocol stack
Describe the uses of communications protocols including:
TCP/IP
Explain the advantages and disadvantages of various transmission media
Previous Learning
No prior knowledge is essential with this unit. However, students should have a basic understanding of computer systems from lessons delivered as part of the Key Stage 3 national curriculum.  
Suggested Resources
No specific software is required for this unit. It is primarily a theoretical unit that can be taught entirely without computers, but there are some exercises where computers could be used in order to support understanding through practical discovery.
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Recommended textbooks
These books are published by PG Online both in printed editions and in electronic format. Please refer to www.pgonline.co.uk for ordering and pricing details, to request a free printed copy or to download a free digital inspection copy.
OCR GCSE Computing Science, Robson & Heathcote, ISBN:978-1-910523-21-6
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Fully endorsed by OCR, this textbook provides comprehensive yet concise coverage of all the topics in the new J277 OCR GCSE Computer Science specification. Each of the eight chapters in the book corresponds to one of the teaching units in this series and will be invaluable as a course textbook. Practice questions, including some from past examination papers, are included at the end of each chapter. Answers to all exercises are provided in a teacher’s pack which can be downloaded from www.pgonline.co.uk.
ClearRevise OCR GCSE J277 978-1-910523-23-0
Experience + revision science + beautiful design = better results
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A new generation of revision book to capture students’ attention and make revision more effective and more enjoyable.
· Over 500 marks worth of examination style questions
· Answers provided for all questions within the book
· Illustrated topics to improve memory and recall
· Specification references for every topic
· Examination tips and techniques
· Free Python solutions pack

Vocabulary
Vocabulary associated with this unit, such as:
LAN, Local Area Network, WAN, Wide Area Network, bandwidth, latency, Wireless access points, routers, switches, NIC, Network Interface Controller/Card, Transmission media, DNS, Domain Name Server, Hosting, The Cloud, Web servers and clients, star network, mesh network, topology, IP address, web server, file server, wired network, wireless network, Ethernet, Wi-Fi, Bluetooth, encryption, IP addressing, MAC addressing, TCP/IP, Transmission Control Protocol/Internet Protocol, FTP, File Transfer Protocol, POP, Post Office Protocol, IMAP, Internet Message Access Protocol, SMTP, Simple Mail Transfer Protocol, layers, IPv4, IPv6, MAC address.
Assessment
Homework is given for each lesson. These consist of a mixture of short, factual questions assessing knowledge in isolation and longer questions in which students are asked to analyse a situation or justify their answer to questions.
The final assessment given assesses student’s knowledge of the current unit. In the actual examination, questions may integrate various topics into one question. As such, we strongly encourage teachers to use past papers and specimen papers to assess students and predict outcomes.
Lesson plan
	Topic 4	Client-server and peer-to-peer networks

	Objectives:
Explain the role of computers in client-server and peer-to-peer networks
Explain the advantages and disadvantages of client-server and 
peer-to-peer networks
Describe what is meant by:
Hosting
The Cloud
Explain the advantages and disadvantages of various transmission media
Describe the factors that affect network performance

	Content

	Starter
PowerPoint Guide: Topic 4 Client-server and P2P networks
The starter is an open question which students will have a variety of answers to. Students may be able to touch on aspects such as servers and review the type of transmission media and routers that they covered in the previous lesson. Obviously, in this lesson we are focusing on the client-server model.

Main
The client-server model
Point out that a server may be just a reasonably powerful PC with server software acting as a server in a small office’s LAN with a few connected PCs. It could, though, be one of thousands of servers located in a data centre, such as the one shown of a Google server room in Iowa.
A school client-server setup
The diagram shows a typical setup in a school. A number of servers will be located in a cabinet in the school. These will connect to a switch which then connects them to the other computers and laptops. The topology shown is that of a star network. It is likely in an organisation the size of a school that each server will have a dedicated machine in the cabinet. However, in a smaller business, several servers may be located on the same physical machine.
A server may be dedicated to one specific task such as file server, print server, email server or web server. Alternatively, one physical server could carry out all these tasks. It is, for example, on a home computer possible to install web server software such as Apache for free. This makes a home PC into a web server.
Explain the roles of the server and the client and the overall features of client-server networking.
Ask students for the advantages of using a client-server model and then take them through the following Answers slide.
Peer-to-Peer
The peer-to-peer model allows for resources on different computers to be shared. This type of network is suitable for a small home network. For instance, one computer may have an attached printer which is shared with other computers. Another computer may have the hard disk set to share files. This type of network is very cheap to set up, but if a computer fails then access is lost to any services it is providing. For instance, if someone resets their computer then others on the network might lose access to their files.
Peer to peer file sharing is an alternative method of using multiple peers. Here, each computer will store a small amount of the file being shared. This distributes the bandwidth required from each computer. Whilst such services have been used to distribute copyrighted materials illegally, it is now often used for open source software as to reduce the cost of hosting download files.
Take students through the remaining slides on the topic.

Hand out Worksheet 4 and ask students to complete Task 1.
Topic 4 Worksheet 4
Hosting
Hosting, as a term, is mostly used with regards to web hosting. A web host provider will provide the necessary server hardware connected to the Internet. Files and web pages can be uploaded. In addition, most web hosts will also provide databases.
All of this could be done with a user’s home PC and some free server software. So why use a host? Web hosts will guarantee the amount of uptime for their servers. They will also have backup software and may include redundancy. This ensures that a website remains available even if something goes wrong such as a fire or flood. Typically, webhosts will also be incredibly secure locations.
The Cloud
The cloud is a term for services that are provided via the Internet. The services demonstrated in the slides focus on software services. Software as a service (SaaS) is covered on these slides, but Platform as a service (PaaS) and Infrastructure as a service (IaaS) also exist.
There are a number of advantages and disadvantages of using cloud services. Ask students to consider these. It is suggested that you choose a service that many of your students are familiar with, such as Google Drive, and ask them for the advantages and disadvantages of this over software that is installed only on standalone machines.

Ask students to complete Task 2 on Worksheet 4.
Transmission media
Transmission media has been covered previously in Topic 2; however, it is covered again this time in order to improve their understanding of the different media types along with their associated advantages and disadvantages. Take students through these, then ask them to consider their own lives. For instance, how far can they go away from their Wi-Fi access point (router) at home? Equally, in school, how far away is the switch from the computers. Ethernet cables tend to only be able to work at a distance of around 100m. As such, each school may have a switch for each classroom.

Factors affecting network performance
There are four main factors that affect network performance. Bandwidth and connection speed are different and can be likened to the width and speed of motorways. A four-lane motorway will get four times the number of cars through, but (assuming the cars are travelling at 70mph) they won’t reach the destination any faster than if they were on a dual carriageway. Latency is therefore similar to the speed of a car – it measures the time from beginning to end of a journey for one packet of data. Whereas bandwidth is analogous to the number of lanes on a motorway. The more bandwidth the more traffic can pass through the network.
Connection speeds
Demonstrate the speed of the Internet connection at your school to the class. It is suggested that you do this on only one computer as if all students do it, the speed will slow down. Ask them what would happen if they all did it at once. This is similar to trying to get many cars through a single carriage road – so the ‘speed’ of the Internet connection will slow down in proportion to the amount of traffic that all the additional computers make.
Latency
In addition to the comments above, latency is the length of time for a packet to travel through the network. A connection to a satellite will operate at the speed of light but has to travel 22,300 miles there and back. By contrast, two computers that are a few metres away will have incredibly low latency.
Ask students to complete Task 2 on Worksheet 4.
Plenary
Ask students to fill in the gaps in the sentences with the keywords that they have studied this lesson.

Hand out Homework 4.
Topic 4 Homework 4
Topic 4 Homework 4 Answers
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